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Cisco Webex Privacy Policy

We use Cisco WebkEx, a service for online meetings and video conferencing. The service provider is the
American company Cisco Systems, Inc, Legal Department, 170 West Tasman Dr, San Jose, CA 95134 USA.
More information about the data processed through Cisco WebEx can be found in the Privacy Policy at
https://www.cisco.com/c/en/us/about/legal/privacy-full.html.

Method and purpose of processing:

We use the provider Cisco WebEx to conduct videoconferences. The invitation to a videoconference takes
place via the communication of a meeting link. For data protection, we use end-to-end encryption. This
requires the installation of the Cisco WebEx app. By using Cisco WebEx for video conferencing, we do not
process any personal data ourselves. The provider Cisco Systems (from now on "Cisco") automatically
collects information when you participate in video conferences, as required to provide the video
conferencing service. These are, e.g., your IP address, username, and the duration of the video conference.

Legal basis: Consent of the participant

The processing of data is based on the participant's consent (Art. 6 para. 1 lit. a GDPR). The consent is
declared - at least implied - by the https://trustportal.cisco.com/c/dam/r/ctp/docs/privacydatasheet/
collaboration/cisco-webexmeetings-privacy-data-sheet.pdf participation in the video conference.

We expressly point this out when sending the meeting link.
Without consent, participation is not possible.

Recipient:

The recipient of the data is Cisco as the order processor. For this purpose, we have concluded the
corresponding order processing agreement with Cisco.

Storage period and revocation of consent:

By using Cisco WebEx for video conferencing, we do not collect and store any personal data ourselves. You
can revoke your consent at any time with effect for the future, e.g., by emailing dsb@humangenetik-
tuebingen.de.

Third-country transfer:

For the Cisco WebEx version, user data is stored in European data centers, so there is no third-country
transfer.
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Order processing agreement according to Art. 28 GDPR

We have concluded an order processing agreement with Cisco as our service provider in accordance with
Art. 28 GDPR. Since a transfer of data to the USA cannot be ruled out, we have concluded standard
contractual clauses with Cisco pursuant to Art. 46 (2) GDPR, on the one hand (see
https://www.cisco.com/c/dam/en_us/about/doing_business/legal/docs/mdpa-for-supplier-portal.pdf)
and on the other hand, Cisco itself has implemented binding internal data protection regulations in
accordance with Art. 47 GDPR, which European data protection authorities have approved. Cisco
additionally guarantees extensive data protection for using Cisco Webex
(https://gblogs.cisco.com/de/datenschutz-ist-ein-grundrecht-cisco-webex/). Therefore, we assume that
the use of Cisco Webex meets the requirements for an adequate level of data protection.

The provider of "Cisco Webex Meetings" necessarily obtains knowledge of the above data to the extent
provided as part of our order processing agreement with Cisco Systems, Inc. 170 West Tasman Dr., San
Jose, CA 95134, the USA or the German subsidiary Cisco Systems GmbH, Parkring 20, 85748 Garching, as
well as each of the globally distributed subsidiaries of Cisco Systems, Inc.
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